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Case study: Medical Center Hospital

Overview

Medical Center Hospital (MCH) is a 376 bed facility locatedin
Odessa, Texas serving more than 50,000 patients annually. It
isthe onlyfull-service hospitalin Ector county and serves as
theregionalreferral hospitalforthe 17 surrounding counties
ofthe Permian Basin—anareaof about 250 square miles.
Like otherhealthcareinstitutions, MCHhas alean IT staff
tasked with supporting over 1,400 employeesin nearly 50
separate departments using 200 different applications from
75distinct software vendors. Each ofthese vendors routinely
require remote access for maintenance, patches, trouble-
shooting and software upgrades. Inadditionto supporting
the ongoing operation of the hospital, the MCH IT staff must
alsomanage remote software vendor supportconnections.
And, they havetomanageitinaway thatwon’tcompromise
security.

The challenge: Organizing vendor network ac-
cess

Vendors were connectingto MCH’s network to support their
applications with awide range of methodologies including
modems, VPN accounts, desktop sharing, pcAnywhere,
vendor proprietary solutions, and site-to-site networking.
These connectiontypes were typically defined by the vendor
—whateverthey had used with other customers. This varia-
tionin connectiontypes created two significant problems for
MCH: First, the variety of remote access connections created
anoverly complex environmentthatforcedthe MCH IT staff
tobecome heavily involved in administering and managing
each connection. Additionally, without a standard way of man-
aging remote access, the situation only got more complexas
applications, vendors, and supporttechnicians were addedto
the mix. Second, there was nocommon method of tracking
and reportingonremote supportsessions. Ifthey had the
capability atall, auditand reporting differed between connec-
tiontypes andapplications. Itwasimpossible toimplementa
uniform security policy with respectto vendor supportaccess,
making HIPAA compliance (with respectto remote support)
alsovery difficultto determine.

Healthcare organizations and otherregulatedindustries are
also challenged with opposing priorities when application
uptimeis critical, butthe methodsto attainitare atodds with
security and privacy regulations.

Challenge #1: Time critical support

Application interconnectivity and reliability are essential for
keeping patientdata flowing between departmentsto ensure
good health care and efficientoperation. Applicationfailure, data
corruptionoreven slow performance are potentially life threat-
ening and unacceptable for hospitals trying to maintain high
standards of care. A single application outage affects multiple
hospital departments—the organization using the application
andthe othersthatneedthe data. Withasmall IT staff manag-
ing as many as 200 unique software applications, MCH must
rely on software vendors to provide rapid fixes to any problems.
Thismeansthat, in addition to the typical job of supporting on-
site systems and users, the IT staff also mustenable remote ac-
cessby software vendors supporting the hospital’s applications.

Challenge #2: Data security

HIPAArequirements have placed healthcare providersinan
increasingly controlled environment and have put pressure on
hospital IT stafftoimplementwell defined security policies and
systems. With civil penalties inthe tens of thousands of dollars
and potential criminal penalties foremployees, directors, and of-
ficers of covered entities, keeping patientdata secureis aclear
priority. And, it’s notenoughto claim to keep the data secure.
Systems needto passrigorous auditsin order to prove HIPAA
compliance.
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The solution: SecureLink Enterprise

MCH neededto standardize vendor remote supportaccess, re-
duce complexity and enable implementation of arobust security
policy. Several of MCH’s software vendors recently standard-
ized on Enexity’s SecureLink Virtual Support Network to provide
remote supportfortheir clients. (Software vendorshave a
management problem very muchlike MCH. Instead of manag-
ingawide variety ofinbound connections however, the software
vendor mustdeal with connecting to a big range of different
customerenvironments.) Recognizing the power and simplicity
of SecureLink VSN, MCH contacted Enexity aboutan enterprise
versionof SecureLink VSN that could be used to manage remote
accessforallofits vendors.

MCH worked with Enexity to design and deploy SecureLink
Enterprise VSN, the first system specifically designed to enable
unified vendorremote accessto secure networks.

SecureLink Enterprise standardizes remote supportaccess with
asystemthatallows MCH IT staffto easily manage the variety
and number of remote supportconnections neededto keep ap-
plications up and running and the hospital operating effectively.
Standardization also enables a uniform security policy for remote
supportaccess. SecureLinkprovides:

> Complexity reduction —Supports awide variety and
large number of remote connectivity scenarios without
addingmanagementoverhead. Vendors may connectto
any permitted network service on any operating system.

» Individual acountability —Ratherthanissuingageneric
VPN accounttoavendorand allowing multiple technicians
toshareit, SecureLink Enterprise makesiteasytoissue
accountstoindividualtechnicians, ensuring accountability
andcompliance.

» Dual factor authentication —Eachsessionuseris
authenticated using a unique, dual-factor authentication
thatdoes notrequire key fobs. Each accountistied tothat
persons corporate e-mail (ex: vendorname.com). Every
timethatuserwantsto connect, they mustsupply avalid
login, andthen must supply the key that’s automatically e-
mailedtothat corporate e-mailaccount. Thisensuresthe
technicianis whothey claimto be, and stillemployed by the
vendor withoutthe need to maintain massive lists of vendor
technicians.

» Granular permission control —MCH cangrantaccess
todifferentnetwork resources forindividual vendors at
averygranularlevel. Forexample, Vendor Amay only
require read-only accesstoasingle log file ona Windows

server, while Vendor B requires accessto adatabase portand
telnetonaUnixserver.

» Access scheduling —MCHis able to make access avail-
able ondifferenttermsfor differentvendors. Forexample,
Vendor A’s access mustbe manually approved by MCH’s IT
staff, while Vendor B can connectatanytime and Vendor C
may connect Monday —Friday from 8 —5 and Saturday from
9—noon.

» Real-time connection notifications —Individualsor
groups canchoose to be e-mailed each time a specific vendor
connects.

» High definition audit —Allvendor activity is captured atthe
individualuser level atahighlevel of detail, including reason
forconnecting, supportticketnumber, accesstimes, data
transfers, services accessed, filestransferred, commands
enteredand more.

» Built-in tools—Vendors can be enabled with handy built-in
tools, including desktop sharing file transferand more.

> Flexibility and scalability—Users and applications canbe
added easily and supporttechnicians have the tools required
to effectively perform remote support.

» Reduced cost —Fewer MCH IT staffresources are required
for providing and supporting remote access.

SecureLink provides control, security and audit capability while
simultaneously providing the tools technicians need to deliver
timely and effective remote support. SecureLinkoperatesona
dedicated serverlocated within MCH’s secure network. Access
tothe SecureLink serverisonly available to authorized vendor
support personnel authenticated tothe MCH network. Withinthe
SecureLinkapplication, supporttechnicians are segmented by dif-
ferentusergroupsthatinturnhave access privilegesto designated
systemsonanasneededbasis.

Usingasimple, browser basedinterface, the MCH staffwas able

to strictly define system access for each vendor—server, port,
application, files, services, date, time and more. Once avendor’s
access accountwas setup, the IT staffinvolvementin administering
supportconnections was minimal.
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Medical Center Hospital’s Success with
SecureLink Enterprise

Shortly afterimplementing SecureLink Enterprise, MCH saw a
tremendousreductioninthe IT staff’sinvolvement with manag-
ingvendor accesstotheir network. The hospital’sinitial concerns
thatvendors would be reluctantto shiftaccess were also quickly
alleviated. Kay Warner, Computer Security Office at MCH
stated, “Ourvendors have been quick to accept and utilize Se-
cureLink Enterprise. Even our mostinflexible vendors recognize
SecurelLinkas afarsuperior solutionto theirentrenched and
outdated supportmethodologies.”

» Vendor acceptance—MCH’s vendors were quick to
acceptanon-demand, browser-based accesstotheir
systems, asitreduced their complexity and improvedtheir
efficiency.

» Reduced cost—MCH IT staff resources required for pro-
viding and supporting remote access to software vendors
wasdramatically decreased.

> Improved security —Insecure and un-auditable vendor
access methods, suchas modems, shared VPN accounts
and desktop sharing were eliminated, improving security
levels.

> Improved service levels / uptime—Vendors have been
more responsive and effective atdiagnosing and repairing
issues and managing ongoing upgrades and maintenance.

» Compliance—MCH can confidently produce a detailed
reportof who has accessed whatatanytime.
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Warnerconcluded, “Medical Center Hospital now has a stan-
dardized method for controlling vendor access and compre-
hensive, historic audittrails of all vendor activity. SecureLink
takes aload off of our IT staff, allows us to getbetter support
anddeliversfully onthe HIPAArequirementto know who
isaccessing our system andwhatthey’re doingwhile onit.
Somebody should have thought of this long before now!”

“SecurelLink takes a load off of our IT staff,
allows us to get better support and deliv-
ers fully on the HIPAA requirement to know
who is accessing our system and what

they 're doing while on it. Somebody should

have thought of this long before now!”
-KayWarner
Computer Security Officer
Medical Center Hospital
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